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Abstract

Thisshortnotedescribestheuseof LDAP in theGlobusmetacomputingtoolkit. It answersthreequestions:What
is LDAP?Whereis it used?andWhy is it usedin theGlobusmetacomputingtoolkit? Note: Many of the links might
have changed since the availability of this document.
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1 Short Intr oduction to Dir ectory Servicesand LDAP

To describethe role of LDAP in the Globus metacomputingtoolkit, we mustfirst definethe necessary
terminology. It is importantto understandwhata directory, adirectory service, andLDAP are.

Dir ectory: Directoriesareusedtostoreandretrieveinformation.Thus,directoriesaresimilarto databases.
Specialcharacteristicsof directoriesincludefollowing:

� Directoriesaredesignedfor readingmorethanfor writing.
� Directoriesoffer a staticview of thedata.
� Updatesin directoriesaresimplewithout transactions.

Dir ectory Service: A DirectoryServiceprovidesadirectorythatcanbeaccessedvia anetwork protocol.
Often,directoryservicesincludemechanismsfor replicationanddatadistribution.

An exampleof a directoryserviceis DomainNameSystem(DNS), which resolvesthe namesof
computersto appropriateaddresses.Programsusingthis servicearecountless:for example,finger
andmail.

LDAP: Theabbreviation LDAP standsfor lightweight directory access protocol. LDAP definesa stan-
darddirectoryprotocolthatincludesthefollowing features:

� A network protocolfor accessinginformationin thedirectory.
� An informationmodeldefiningtheform andcharacterof theinformation.
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� A namespacedefininghow informationis referencedandorganized.
� An emergingdistributedoperationmodeldefininghow datamaybedistributedandreferenced

(LDAP version3).
� An extensibleprotocol.
� An extensibleinformationmodel.

The informationmodelandnamespacearebasedon entries. An entry is usedto storeattributes.
An attributehasanassociatedtypeandcanhave oneor morevalues.Eachentry in thenamespace
hasa distinguishednamethatallows easyidentification.Theaccessof thedatain anLDAP-based
directoryis accomplishedby usingthefollowing:

baseDN: which indicateswherein thehierarchyto begin thesearch.
filter: which specifiesattributetypes,assertionvalues,andmatchingcriteria.
scope: which indicateshow many levelsof thedirectorytreearesearched,relative to thebaseDN.

LDAP is a vendor- andplatform-independent,open,network protocol standard.Hence,it canbeported
transparentlyacrossa highly heterogeneousnetwork, asrequiredin metacomputingsystems.Moreover,
it is possibleto write gatewaysbetweenLDAP andotherprotocolsor systems,which result in a highly
accessibledirectoryservice.Currentgatewaysinclude

� LDAP to X.500andX.500to LDAP,
� HTTP to LDAP,
� WHOIS++to LDAP,
� FINGERto LDAP,
� Email to LDAP,
� ODBC to LDAP (in progress),and
� MDS to LDAP (seeSection2).

Beneficialfor widespreaduseis the fact thatLDAP-baseddirectorysupportsany typeof data. Further-
more,theLDAP protocolsupportsvariousformsof strongsecurity(authentication,privacy, andintegrity)
technology.

2 Dir ectory Service for a Metacomputing Infrastructur e

For the implementationof a networked supercomputingenvironmentor a metacomputer, information
aboutthehardware,software,andstatusof thesystemhasto bestored.This informationcanbeusedto
implementa resource-awareinfrastructureor metasystem.

The informationserviceassociatedwith a metacomputingenvironmentmusthave the functionality of a
white pages directory and yellow pages directory. Their functionality is bestdescribedwith a simple
example:

White Pages: look up the IP number, amountof memory, and so forth, associatedwith a particular
machine.

Yellow Pages: List all thecomputersof a particularclassor with a particularproperty.

LDAP is usedin theGlobusmetacomputingtoolkit for taskswhereyellow- andwhite-pagesservicesare
needed.Theseservicesareenabledthroughthedirectoryserviceassociatedwith theGlobusmetacomput-
ing. Thedirectoryserviceis namedMetacomputing Directory Service, or MDS. Currently, MDS answers
questionsrelatedto computeresourcesandnetwork resources.

Theuseof LDAP in MDS is dividedinto threecategories:

1. Initialization: usinganinformationschemathatdescribestheattributesassociatedwith thedifferent
entryclasses.
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2. Population: a framework to populatethedirectorywith information.

3. Querying: a framework to requestinformationfrom thedirectoryservice.

Next, we describetheusageof LDAP for eachof thesecategories.

2.1 Initialization

Part of theMDS is a specializedsetof objectdefinitions. Theobjectscontainattributesthatarespecif-
ically usefulfor network computingenvironments.We have designeda namingschemethatallows one
to specify the propertiesnot only of computers(computeresources),but alsoof the networks and the
connectionsbetweencomputeresources.Toolsareprovidedthatmakedefiningandmodifying theinfor-
mationdescriptionschemepossible.Thecurrentobjectmodelis availablethroughtheWorld WideWebat
http://www.globus.org. Thenamingschemeisdescribedin http://www.globus.org/mds
underthesubjectobject.

2.2 Population

The populationof the MDS is basedon a set of simple UNIX shell scripts. Theseshell scriptsare
modularandareexecutedwith thefamiliarpipelineconcept.For eachobjectthatis definedby theobject
model,a UNIX script is available to populatethe objectwith information. This modularapproachis
importantto granteasyportability betweenplatforms.After gatheringtheinformationwith thesescripts,
the informationassociatedwith two objectsis storedasentriesin MDS. Updatesto theMDS shouldbe
generallydonevia themds-update script.

2.3 Querying

Obtaininginformationfrom theMDS is definedvia theLDAP protocolstandard.

SincetheMDS is basedon LDAP, it is possibleto usea varietyof applicationinterfacesto communicate
with the actualLDAP server. This software independenceis oneof the importantfeaturesthat make
LDAP anidealcandidatefor a verydiversecomputeenvironmentasusedin Globus.

Thus,queryingandupdatinginformationareeasywhile choosingthedesiredAPI for interfacingwith the
LDAP server.

2.4 Application Interfaces

Thecategoriesof LDAP enableoneto usetheapplicationinterfacemostappropriateto inter-
facewith the MDS andits LDAP server. Interfacingcanbedonevia LDAP callsdirectly or
via sometoolsasprovidedin theMDS.

Theapplicationinterfacesavailableto accesstheMDS directlyareavailablein

sh: shellscriptsfrom theUniversityof MichiganandNetscape.

Perl:

perldap:
perldap-0.02.tar.gz1

LDAP Perl: is a LDAP PERLpackage2 from netscape.

Net::LD APapi:
1http://www.wu-wien.ac.at/ftp/pub/ldap/perldap/perldap-0.02.tar.gz
2http://help.netscape.com/kb/server/970205-21.html
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Net::LDAPapi is a perl5 modulea description3 and a readme4 file, as well as the
source(Net-LDAPapi-1_21_tar.gz5)canbefoundin PerlOasis6

Java: Java APIs areavailablefrom NetscapeandSun.SunprovidestheJNDI7 classthatwill
bepartof thenext Java release.

C: A C API canbefoundat Universityof Michigan8 andNetscape.

Becauseof thehighavailability of theAPI in diversecomputerlanguages,onecanchoosethe
API andlanguagemostappropriatefor theproblemto besolved.MoreinformationaboutAPIs
canbefoundin FAQ9.

3 Globus ComponentsThat UseLDAP/MDS

We list thecomponentsof GlobusthatuseLDAP currently.

MDS:
Fromtheprecedingsectionit is clearthat theMDS is basedon LDAP. Nevertheless,thedesignof
MDS makesit possibleto useotherdatabasesor directoryservicesto providethesamefunctionality
ascurrentlyprovidedvia LDAP. MDS hassupportroutinesfor initializing, updating,andquerying
theLDAP server, makingit a specializeddirectoryserver.
Theinitialization andupdatefunctionsarewoveninto someGlobustoolkit componentsin orderto
simplify maintenanceandusageof theheterogeneousGlobustestbed.An exampleof theuseof the
MDS canbefoundathttp://www.globus.org/gustotestbed.

Inf ormation Browsers: To monitor the statusof the testbed(GUSTO), several tools have beendevel-
oped. Thesetools are availableat http://www.globus.org/gustotestbed. The tools
includethefollowing:

� Currentversionsof thesoftwaredeployedon theGUSTO testbed10

� Objectclassesbeingusedby theMDS11

� MDS contentsbrowserfor the(alpha)12

and(beta)13 testbed.
� Thecurrentstatusof Globusresourcemanagersinstalledon thetestbed14

� An interactivegraphicaldisplayof GUSTO status15

� Currentstatusof GUSTO regressiontests16

Configuring Globus: During theconfigurationof Globusthesitehasto registerwith Globus. This pro-
cessincludesthe populationof the MDS with the computeandnetwork resourcesat the site. The
informationis gatheredautomaticallyby theMDS.

GRAM: GRAM reliesheavily on the informationstoredin theMDS. Specialattributesareincludedin
theMDS thatdescribethecontactpointsof thegatekeeper. GRAM allowstheuniformspecification
of a job requestandthesubmissionof thejob to theunderlyingscheduler(LSF, ...).

3http://www.oasis.leo.org/perl/exts/infosys/X.500/Net-LDAPapi.dsc.html
4http://www.oasis.leo.org/cgi-bin/leo-peek/perl/exts/infosys/X.500/Net-LDAPapi-

1_21_tar.gz/LDAPapi-1.21/README
5ftp://ftp.informatik.uni-muenchen.de/pub/comp/programming/languages/script/perl/oasis/exts/infosys/X.500/Net-

LDAPapi-1_21_tar.gz
6http://www.oasis.leo.org/perl/exts/infosys/X.500/00-index.html
7http://java.sun.com/products/jndi
8http://www.umich.edu/~rsug/ldap
9http://www.critical-angle.com/ldapworld/ldapfaq.html

10http://www.globus.org/cgi/sw_{i}nstalled.cgi
11http://www.globus.org/mds/OCBrowser/globus_{o}bject_{d}efs.html
12http://www.globus.org/cgi/mdslevel.cgi?base:o=Globus,c=US;port:389
13http://www.globus.org/cgi/mdslevel.cgi?base:o=Globus,c=US;port:390
14http://www.globus.org/cgi/gusto_{s}tatus.cgi
15http://www.globus.org/gusto/GlobusView.html
16http://www.mcs.anl.gov/bester/cgi-bin/multitest_{s}tatus.cgi
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DUROC: DUROC assumesthat the informationabouthosts,contactstrings,andother informationin
theMDS areproperlyavailableuponinitialization. TheGRSis anexampleon how to do this.

GRS: The GeneralResourceSelectoris a graphicaltool to designa resourcedescriptionquery for a
particularapplication. Basedon the information storedin the MDS, a high-level representation
of the applicationand its requirementsfor the metacomputinginfrastructureare formulatedand
submittedvia GRUB requests.

topologyd: Topologydis a tool thatmonitorsandpredictsthestatusof thenetwork connectingthecom-
puteresourcesin a metacomputinginfrastructure.The informationis forwardedto the MDS. The
statusof thetopologydcanbeaccessvia aWWW page17.

Nexus: At present,Nexususesadatabasebasedon informationfrom theMDS. In thefuture,Nexuswill
directly communicatewith theMDS.

MPI: The MPI versionof Nexus hasthe samerequirementsasCC++. Hostnamesarelookedup from
theMDS.

C++: Theportof C++basedonNexusneedsto know theso-calledcontactpointto communicatebetween
hostnames.C++usesthehostnamein orderto look upthecontactpoint thatis storedin theMDS. In
this wayeachC++ programautomaticallyconfiguresitself, andsomeof thedetailsof usingGlobus
arehiddenfrom the applicationuser. C++ usesthe Nexus communicationlibrary for interprocess
communication.MoreinformationaboutC++canbefoundathttp://globus.isis.edu/ccpp.

HBM: TheHeartBeatMonitor is usedto monitorthestatusof thecomputeresourcesin thetestbed.We
point out, that the HBM doesnot usethe MDS. The intention is to minimize the dependency on
otherGlobus toolkit components:we believe that the HBM shouldbe independent.The statusof
theHBM canbeaccessedvia aWWW page18.

4 Conclusion

Many componentsof theGlobusmetacomputingtoolkit makeuseof MDS,andweanticipatethatthisuse
of MDS will increase.Experimentsareunderway to exploredifferentdistributedLDAP servers. While
it is possibleto implementthefunctionalityof MDS by usingtechnologiesotherthanLDAP, we feel that
LDAP is a goodfit and,with increasingacceptanceof theInternetcommunity, a state-of-theart choice.
Thehigh availability of applicationinterfacesin differentlanguagesmakesit possibleto integrateLDAP
queriesinto thetoolkit componentsandapplicationprograms.
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